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Linux Stealth
Rootkit Hunting
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Common Stealth Rootkit Features

Hides Module

Hides Files

Hides Directories

Hides Processes

Magic Packet Activation

Evasive Backdoor
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+ Can hide from casual detection
+ Can evade some focused detection efforts
+ Have stealthy backdoor capabilities

- Cause system stability impacts
- Fragile and tied to specific kernel versions
- Obvious once seen

Stealth Rootkits are Juggling Hand Grenades
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Make Hiding Become a Liability
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Principles of Linux Rootkit Hunting
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Principles of Linux Rootkit Hunting

Data leaks

Inconsistent Answers

System Impacts
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Locating Initialization Files
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Creates persistence and inserts module:

/usr/lib64/tracker-fs (module)
/usr/include/tracker-fs/tracker-efs (backdoor)
/etc/init.d/tracker-fs
/etc/rc2.d/S55tracker-fs
/etc/rc3.d/S55tracker-fs
/etc/rc5.d/S55tracker-fs

Module Initialization
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Locating Initialization Files

systemctl list-units –-state=exited
systemctl status tracker-fs.service

Ask systemd what init scripts it has run. 

Leaks path: /etc/init.d/tracker-fs
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Initialization File Investigation

Where is /etc/init.d/tracker-fs?

Why does stat show it’s there?

Use ls, cat, stat, file, dd, to 
test for presence as well.
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Initialization File Investigation

cat /etc/init.d/tracker-fs

/usr/lib64/tracker-fs is our kernel module.
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Worldʼs Fastest Rootkit Confirmation

Make a filename with the suspect name (tracker-fs) being hidden.

Do you see it with directory listing afterwards?  Rootkit active if not.

tracker-fs where are you!?
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Decloaking Hidden File Data
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Decloaking Hidden File Data

Some rootkits (like Reptile) will hide data inside files to evade detection. 

This file (/etc/modules) has data hidden by a rootkit. 

Data invisible from system commands.
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Decloaking Hidden File Data

Hides data even inside editors!
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Byte Count Mismatch

ls -al /etc/modules   (shows 283 bytes)
cat /etc/modules | wc -c         (shows only 222 bytes!)
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N
E

D
D

I

HIDDEN DATA

H

DATA

Remove HIDDEN

Remove HIDDEN

HIDDEN DATA

Single Byte Read Decloaking

Fragment file into single bytes to evade rootkit buffer.

Too expensive for rootkits to reassemble text.
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Single Byte Read Decloaking

Single byte file read with grep to evade rootkit scrubbing:

grep . /path/to/file
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Single Byte Read Decloaking

Single byte file read with dd to evade rootkit scrubbing:

dd count=10000 bs=1 if=/path/to/file 2>/dev/null
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Tainted Kernels
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grep “(“ /proc/modules

Common Taint Types

P - Proprietary
O - Out of Tree
E - Unsigned Module (DANGER)

Kernel Taint Legitimate Modules
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cat /proc/sys/kernel/tainted
grep “(“ /proc/modules

Kernel Taint Check

Where is my tainted module? 
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Kernel Taint Check Script

kernel-chktaint.sh

Shows unsigned module (taint type “E”) is present.

Again, why not showing under /proc/modules as type (E)?  
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grep taint /var/log/kern.log
dmesg | grep taint

Kernel Taint In Logs

journalctl -t kernel
journalctl -t kernel | grep taint
journalctl -t kernel | grep signature

Module “vmwfxs” is a person of interest.
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Kernel Module Decloak

grep “\[“ /proc/vmallocinfo

Shows some kernel modules in [brackets]: 

drm_kms_helper

vmwfxs

vmwfxs also hows khook_init which is a known kernel hook library call.
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Kernel Module Decloak

grep <kernel_module_name> /proc/modules

We should see the module names in [brackets] from /proc/vmallocinfo.

Why isn’t vmwfxs here? 
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Kernel Module Decloak

Free script to do show this type of hidden module (see links).

sandfly-kernel-module-decloak.sh
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Kernel Module Investigation
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Hidden Module Data

file /usr/lib64/tracker-fs
strings /usr/lib64/tracker-fs

Recommend copying binary to isolated system before doing these actions!
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Hidden Module Data
Hooking system calls (kallsyms, khook)

Backdoor binary name (tracker-efs)

Hiding directory entries (filldir/readdir)

TCP concealment (tcp4_seq_show)

Shells for backdoor (bash, etc.)

Various paths
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Hidden Module Data
Various protocols

Control socket (/proc/acpi/pcicard)

Shell anti-forensics
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Hidden Module Data
Module name (vmwfxs)

Backdoor process name (tracker-efs)

Various passwords (Miu2jACgXeDsxd)
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Backdoor Investigation
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+ Activates on any port with magic packet
+ Enables lateral movement or shell access
+ Has anti-forensics features

- Incomplete hiding exposes it
- Can recover binary when running
- Pressing attack always compromises stealth

The Backdoor
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Magic Packet Backdoor Activation

1 Sends magic packet with TCP 
Sequence and IPID set

2 Magic packet on any port activates it
3 Backdoor spawns (pressing attack)
4 Redirects TCP stream to backdoor
5 Traffic is encrypted to hide

Magic Packet

Backdoor

Any TCP Port
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Backdoor Features



©   S A N D F L Y   S E C U R I T Y    2 0 2 5 39

Backdoor Features

Time delay to perhaps evade state-based network detection rules?
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Backdoor Features

Backdoor can chain to other rootkits with magic packet knocking
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Backdoor Hidden Process Decloaking

PID brute force with sandfly-processdecloak finds hidden processes.

Can’t see processes with direct listing of /proc.
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Backdoor Hidden Network Port

lsof is not showing the hidden listener, but ss does:

ss -tulnp
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Backdoor Hidden Process Investigation

We can see process directory if we know the cloaked PID.
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Backdoor Hidden Process Anti-Forensics

strings /proc/PID/environ

Evading command history is highly suspicious!

Pressing the attack on host exposes the entire rootkit in multiple ways.
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Backdoor Hidden Process Binary Recovery

It’s extremely easy to recover a process binary, even if deleted from disk.
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Backdoor Hidden Process Binary Recovery

cp /proc/PID/exe /tmp/recovered_bin

file /tmp/recovered_bin
sha512sum /tmp/recovered_bin
…

Make a backup and move it onto a secured/isolated host.
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Backdoor Binary Analysis

strings /tmp/recovered_bin

Inspecting backdoor shows shells, private keys, suspicious function names, etc.
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Load Detection
(Experimental)
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Load Detection

time {
for i in $(seq 1 100)
do
    echo -n "$i "
    find / -name "sandfly" &> /dev/null
done
}
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Load Detection
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Conclusions
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Stealth rootkits work, but are fragile

More visible when operator presses attack

Often not found because nobody is looking
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Links

https://phrack.org/issues/72/7_md#article

https://sandflysecurity.com/blog/leaked-north-korean-linux-stealth-rootkit-analysis

https://github.com/sandflysecurity

https://docs.kernel.org/admin-guide/tainted-kernels.html

https://phrack.org/issues/72/7_md#article
https://sandflysecurity.com/blog/leaked-north-korean-linux-stealth-rootkit-analysis
https://github.com/sandflysecurity
https://docs.kernel.org/admin-guide/tainted-kernels.html
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Extra Slides
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Using Sandfly to Cheat
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Sandfly Stealth Rootkit Alerts
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Sandfly Decloaking Hidden Files
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Sandfly Decloaking Init Scripts
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Sandfly Decloaking Backdoor Process
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Sandfly Decloaking Hidden Kernel Module
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Sandfly Identifies Kernel Taint Inconsistency


