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Evasive Linux Malware





Evasive 
malware uses 
simple tactics 

to avoid 
detection.



Evasive Stealth







https://pastebin.com/kmmJuuQP

BPFDoor Dropped on Pastebin
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BPFDoor Executed



BPFDoor Features

Masquerading

Anti-Forensics

Bypasses Security

Encrypted Comms

Professional



Masquerading



Masquerading – BPFDoor Names Used
/sbin/udevd -d
/sbin/mingetty /dev/tty7
/usr/sbin/console-kit-daemon --no-daemon
hald-addon-acpi: listening on acpi kernel interface 
/proc/acpi/event
dbus-daemon --system
hald-runner
pickup -l -t fifo -u
avahi-daemon: chroot helper
/sbin/auditd -n
/usr/lib/systemd/systemd-journald



Masquerading – Imposter Process



Masquerading – Forensic Commands

ps -auxwwf 

pstree

ls -al /proc/<PID>

strings  /proc/<PID>/comm 

strings  /proc/<PID>/cmdline



Masquerading – Detection

Real name.



Masquerading – Detection



Anti-Forensics



Binary Deletion

 Environment Wipe

Timestomping



Junior admins when they see 
a suspicious Linux process.

Never do this!



Binary Deletion



Anti-Forensics – Binary Deletion



Binary 
Recovery



Anti-Forensics – Binary Recovery Commands

cp /proc/<PID>/exe /tmp/recovered_binary

sha1sum /tmp/recovered_binary

scp /proc/<PID>/exe user@ip_addr:~/recovered_binary



Anti-Forensics – Binary Recovery



 Environment Wipe



Anti-Forensics – Environment Commands

strings /proc/<PID>/environ

cat /proc/<PID>/environ | tr '\0' '\n'



Anti-Forensics – Normal Environment



Anti-Forensics – BPFDoor Environment Wiped

¯\_(ツ )_/¯



Anti-Forensics – BPFDoor Shell Environment



Timestomping



Anti-Forensics – Timestomping



Bypasses Security



- Clumsy security disabling.

- Make system unstable.

- Weird network traffic.

Photo credit: Wisconsin DNR

How to be Seen



+ Disable only what’s needed.

+ Focused and low impact.

+ Covert communications.

How to Hide



Shell
Port

Legit 
Port

Magic Packet Activation

IPTables Redirect

1) Attacker sends magic packet to port.

2) Implant gets packet along with firewall. 

3) Firewall thinks it did its job. ✅

4) Starts shell on high TCP port.

5) Hijacks IPTables to redirect packets.

6) Packets from attacker IP sent to shell.



Bypasses Security – Sniffer Detection Commands

lsof -p <PID>

ss -0bp

cat /proc/<PID>/stack 

ls /proc/<PID>/fd



Bypasses Security – Sniffer Sockets w/lsof



Bypasses Security – Sniffer Stack Trace



Bypasses Security – Sniffer BPF Filter



Bypasses Security – Sniffer File Descriptors



Encrypted Comms



Encrypted Comms
+ RC4 fast, small & secure 
enough.

- Will not match expected 
protocol on port.



Professional



“They have amongst them 
those who know very well 
what they are about…”

- Lord Percy on American 
Revolutionary War



+ Fast and reliable.

+ Clever security bypasses.

+ Does not outsmart itself.

Professional Malware



Closing Thoughts
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